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Abstract- This study explores the application of blockchain technology in developing a secure medical record sharing 

system for managing health data stored in the cloud. The aim of this paper is to collect, secure, and enable sharing of 

medical records using the Ethereum blockchain, ensuring confidentiality and integrity while enabling efficient 

exchange of medical information among healthcare professionals through patient-specific medical profiles. The paper 

discusses the unique features of e-health and reviews the integration of Artificial Intelligence (AI), cloud computing 

and blockchain technologies to enhance security in digital health. The synergistic relationship between these 

technologies is examined, highlighting their combined potential for smarter and more secure applications. The project 

utilized MetaMask, a digital wallet, to purchase and connect to the Ethereum blockchain for securing the health report 

links and cloud storage to store the reports themselves. Moreover, Recurrent Neural Network (RNN) and Long-Short 

Term Memory (LSTM) models were used to predict Ethereum blockchain transaction prices which provide insight to 

the user on potential impacts of the system and market trends. The results show that the implementation of the 

technologies is effective in healthcare data management where there is enhancement in decision making and security 

issues. 
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1 Introduction 

The healthcare industry is ever evolving and growing rapidly, with a relevant increase in the 

amount of data being generated [1]. Patient medical information such as nuclear magnetic 

resonance image, prescriptions and pathological results are private data and contain all the 

information of a certain patient. Quality patient care can be attained by making use of this type of 

data. However, managing and securing this data is essential for the health organizations as it helps 

protect patients’ privacy. The development of technologies the electronic medical records 

(EMRs)[2], cloud computing and blockchain has shown enough promise enable patients’ data 

security and privacy. However, further research and development are needed to fully integrate 

these technologies into the healthcare system and ensure their effectiveness in protecting patient 

information. It is crucial for healthcare organizations to prioritize the implementation of robust 

cybersecurity measures to safeguard patient data and prevent potential breaches.  

Blockchain technology has gained significant attention in recent times for its potential 

applications in different industries such as the healthcare. It was originally developed for 

cryptocurrencies[3]. Data management in the healthcare industry has benefited from blockchain 

technology in increased security, data integrity and privacy. It is impossible to tamper or 

manipulate data that has been stored in a decentralized network of nodes[4]. This allows sensitive 

medical information such as patient records to be protected. One of the blockchain technologies 

which is Ethereum, allows patients to have control of their data and therefore more control over 

their healthcare decisions. Artificial intelligence (AI) is also transforming healthcare data 

management. From its definition[5], AI can be used analyze patient’s data and identify trends and 

patterns that may be missed by human analysis which in turn gives accurate diagnoses and better 

treatment decisions. Through predictive models, AI can help to anticipate patient needs and deliver 

personalized care. Another technology that is revolutionizing the healthcare industry is cloud 
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computing. It provides a storage platform which is secure and scalable[6] for storing large amounts 

of healthcare data that is easily accessible. Cloud storage reduces the risk of data loss and provides 

security measures to protect against unauthorized access or data breaches. 

The aforementioned three technologies are poised to transform the future of healthcare data 

management. Patient outcomes can be improved, operations can be streamlined and costs can be 

reduced by leveraging these technologies. With Ethereum blockchain, medical records stored in 

the cloud can be shared securely with multiple providers which in turn reduce the need to duplicate 

tests or procedures. AI technology can then be implemented in the automation of the saving 

processes of the data. Creation of patient reports can be done online thanks to cloud computing. 

Despite the numerous benefits provided by these developing technologies, there are also unique 

obstacles that must be addressed. One key impediment is the smooth transmission of data across 

platforms. To facilitate successful communication between systems, existing data formats and 

protocols must be modified. Furthermore, as healthcare information becomes more available 

through digital means, worries about data privacy and security have grown. To address these 

issues, healthcare providers must prioritize the implementation of strong security measures to 

prevent data breaches and potential cyber-attacks. With that said, the fundamental goal of our 

project is to create a system that allows doctors to write reports online, deliver them to patients, 

and follow their progress effectively. We are also going to implement a machine learning model 

to predict the prices of the Ethereum which can in turn help the patient decide when to transact. 

2 Previous studies  

As stated in the proposal that the aim of the project is to use JavaScript to build a frontend view of 

the project, a cloud service provider to host the content of the site and Meta Mask to be able to 

login to a user’s wallet to be able to store and fetch the medical records. In order to get an in depth 

understanding on the project, a literature study on the topic was carried out. The following papers 

were reviewed: 

In [7]  proposed a decentralized application model that uses Ethereum private blockchain, 

InterPlanetary File System (IPFS) and associated web technologies to help healthcare providers, 

policymakers, and research organizations in Nepal. In their study, the authors used both 

quantitative and qualitative methods in gathering data from the citizens and medical doctor in 

Kathmandu, Nepal. A questionnaire of survey was given to 60 adults living in the city to learn how 

they archive their medical health records, their tendency in switching doctors and how medical 

history is presented. Interviews were also carried out from 8 medical doctors who gave an insight 

on their experience when dealing with patients without their medical history. The findings that 

were made were that there was asymmetry between doctors and patients regarding medical 

records. Patients can hardly remember their previous medical conditions and doctors did not have 

enough knowledge of patient’s medical history. Therefore, the researchers proposed an application 

model which had a security layer, role-based access control and Ethereum private blockchain. The 

proposed application model aimed to create an accessible and informative medical record database 

for both doctors and patients while ensuring the security and privacy of patient data. The paper 

concludes that the proposed framework can provide effective healthcare services to patients by 

creating tamperproof and trustworthy patient data for health. The authors suggest that their 

research will play a meaningful role for future researchers in the field of healthcare and Blockchain 

technology. 



[8] proposed a system that combines blockchain and artificial intelligence to improve the 

accessibility and affordability of healthcare services. It utilizes a web application with image 

classification algorithms to detect diseases and charges a small fee in the form of a specially created 

cryptocurrency. This global digital currency operates on the blockchain and eliminates 

intermediaries, making healthcare diagnoses more cost-effective. The system optimizes clinical 

life cycle management and enhances clinical trial workflows, leading to faster insights and 

decision-making for patient care. The system aims to address both the speed and economic aspects 

of healthcare, providing efficient and affordable solutions through the integration of blockchain 

and AI technologies. 

In another research, Mancer et al. [9] aimed to manage health data by collecting, storing and 

sharing electronic medical records using blockchain. The system that was proposed was designed 

to be decentralized, meaning that the data cannot be erased making it secured and non-tamper. 

Blockchain technology was used for the system in providing patients with proof and certainty that 

their medical records cannot be modified. The entity that was presented in this study was Secure 

Shared Medical Record (SSMR), which interact to provide control and data protection in the 

exchange of health information. The system provides doctors with medical information from other 

doctors, such as medical history, laboratory results, imaging, and treatment in progress. The paper 

concluded that blockchain technology has the potential to revolutionize several sectors, including 

healthcare. The proposed Secure Shared Medical Record (SSMR) system provides a secure and 

efficient way for doctors to access patient medical records from other healthcare professionals. 

In another paper, [10] a blockchain-enabled emergency detection system for mobile healthcare was 

presented. It utilizes encrypted physiological information and smart contracts to detect 

emergencies without compromising patient privacy. The system improves security, 

trustworthiness, and communication resilience through blockchain technology. The authors 

provide a proof of concept and experimental evaluation, showing promising results. Their research 

offers a valuable contribution to the field of mobile healthcare by leveraging blockchain for secure 

and efficient emergency detection. Moreover, [11] highlighted the use of AI in healthcare, 

particularly in radiology, and its successful applications during the Covid-19 pandemic. It proposes 

the combination of blockchain and federated learning as a solution to maintain data integrity and 

privacy while improving AI models. The paper provides an overview of related work, presents the 

proposed framework, and concludes with future directions. It offers valuable insights into 

leveraging AI, blockchain, and federated learning for real-time healthcare needs. 

The research conducted by [12] introduced a cloud-based implementation of blockchain security 

in the context of the Internet of Things (IoT). The study proposed a three-tier architectural 

framework that utilized pseudonym-based encryption, with a private blockchain deployed at the 

edge. The framework ensured that IoT devices had to authenticate through a gateway device before 

transmitting data to the cloud. Additionally, a public blockchain was implemented in the cloud, 

enabling a community of users to securely access the Electronic Health Record (EHR) system. 

[13] proposed a decentralized system using blockchain technology to store patient records, 

addressing the challenge of fragmented medical data. The system architecture involves a DAPP 

interface for patients and healthcare providers, granting access to comprehensive medical records. 

The use of blockchain ensures data security and accessibility. The system leverages Ethereum and 

IPFS for data storage and sharing, with a user-friendly DAPP interface. AI and ML techniques 

enhance the system's capabilities. Furthermore, the proposed architecture enables the availability 



of up-to-date and accurate medical data for training machine learning and deep learning models, 

enhancing their performance and prediction accuracy. The paper presents a promising approach 

for leveraging blockchain and machine learning in the healthcare industry 

3 Methodology 

Currently, patients’ records are locked in multiple centralized systems which are maintained by 

different healthcare institutions. This means that the comprehensive medical data history of the 

patient has been locked away, making it difficult for doctors to make informed decisions. Using a 

decentralized system to store the patient record solves this issue. Figure. 1 shows the architecture 

of our proposed system. 

Figure 1. General Architecture of The Proposed System 

The following list describes the arrows in the general architecture of our proposed system: 

1. The doctor logs in. 

2. The system authenticates the doctor. 

3. The doctor dashboard fetches required data from the database. 

4. Data is returned to the dashboard. 

5. The doctor creates a new report and requests to store it onto the cloud. 

6. The cloud storage stores the new report onto the cloud. 

7. The smart filter ensures the report will go to the correct patient. 

8. The patient logs in. 

9. The system authenticates the patient. 

10. The patient dashboard requests data from the database. 

11. A request is sent to the cloud storage for the reports. 

12. The smart report filter, filters the report for that patient. 

13. Request is satisfied. The patient can see new reports from their doctors. 



14. The AI Prediction Model sends predicted transaction prices. 

15. The patient connects to the Metamask wallet. 

16. A request is sent to an intermediary node network manager. 

17. The addReport function runs on the Ethereum Contract. 

18. A success message is returned. 

19. The intermediary node network manager forwards the message. 

20. The message reaches the user’s dashboard. 

21. A report link is generated for the guest report viewer. 

22. Metadata is fetched from the Node Chain 

23. Reports on the chain can be seen by the doctor who created the report 

24. Reports on the chain can be seen by the patient who added the report to the blockchain. 

25. Reports shared to a 3rd viewer can be seen on the guest viewer using a report link 

The authors first built the User Interface (UI), which includes the login page for the doctor and the 

patient. We then have a page for the doctor to create a report for a certain patient. A dashboard is 

also available for the patient to review a report sent by their doctor, to approve it before adding it 

to the blockchain. Finally, a view is available for a guest who has been granted permission to view 

a report. 

 
Figure 2. The Dashboard for The Doctor. 

 

The next steps are to build out the logic when a doctor is creating a report, building the report 

templates themselves and being able to realize what kind of data those reports include by creating 

forms that the doctor can use to enter relevant data about the patient’s health. In this project we 

focused on 2 types of diseases, High Blood Pressure and Covid-19. 



 
Figure 3. High Blood Pressure Report Form. 

 

Figure 4. Covid 19 Report Form 

We fetch data using AJAX for the doctor about the patient details using their name and 

then write that data into the report form fields to make data entry quicker for the doctor. This also 

ensures that zero errors are made when entering personal details about the patient. Once the doctor 

creates the report. It is bound as a PDF file and then upload securely onto the cloud storage. The 

data must live somewhere. Within the MYSQL database, we have a reports table to be able to 

handle the movement of report metadata while it’s in the doctor’s view until he/she forwards it to 

the patient. The system includes smart filters that are there to filter reports from the doctor to the 

correct patient once it has been forwarded. Once the report has been created and forwarded, the 

patient can log in to their dashboard to review it. Here he/she will find the reports that have been 

forwarded by their doctors as well as a price prediction widget that will let them know the current 

transaction price, as well as the best time to upload their reports for the ceapest price. 



 
Figure 5. Patient Dashboard Page. 

 

The price prediction feature was built using an RNN layered with LSTM nodes to build a time 

series forecasting model that is able to predict future transaction prices for Ethereum. The data 

includes transaction prices from dates ranging from 2020 to 2023. The model was trained over 10 

Epochs resulting is a very low loss value and a high accuracy value that was calculated by 

comparing the predicted values with the real values over a duration of seven days. 

Figure 6. Reviewing Generated Health Report. 



 
Figure 7. Model summary of the RNN-LSTM model 

 
Figure 8. Code of the RNN-LSTM model 

 



 
Figure 9. Training the RNN-LSTM model 

 

 
Figure 10.. Predicted Ethereum Transaction Prices for The Next 7 Days Using RNN – LSTM 

Model. 

Since the model is of a time series forecasting, we use the Mean Absolute Percentage Error 

equation to calculate how accurate the results are. The values were predicted Ethereum transaction 

prices, versus the actual transaction prices recorded days later, over a period of 7 days. The dates 

were from the 13th May 2023 to the 19th May 2023. 
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The equation yielded a MAPE value of 11.56% 

The price prediction widget gives the user an overview on when to escape high transaction fees. It 

gives them the freedom to choose when to upload their reports, as once the report metadata is 

uploaded, it is immutable. Any new changes would require them to add a new block, resulting in 

more transaction fees. 

When the patient is ready, they can then choose to add the report to the blockchain. When a user 

clicks the add report to blockchain button. The system checks if they have connected to a web3 

wallet like MetaMask. A popup will then appear to connect them to their wallet. Once a successful 

connection has been established, he will be given options to set permissions on who will be able 

to view the report after it is added to the blockchain. If permissions are added for people using 

their email addresses, an email is sent to them with a link so that they can view that report. A 

viewer's page is there to load a record from the blockchain and authenticate said user so that they 

can view that particular report. On confirmation, MetaMask will display the price in Ethereum for 

adding a new transaction to the Ethereum Network. 

 
Figure 11. Confirmation Popup Before Adding Report To The Blockchain.  

 



 
Figure 12. Confirmation Of Payment in MetaMask Wallet to Sign Contract Transaction. 

When a new transaction is added to the Ethereum Network, it goes through an Alchemy Network 

Node that communicates our code with the contract on the chain. We wrote our contract in solidity, 

a JavaScript like language that runs on the Ethereum Virtual Machine. The contract consists of 

several functions to manage communication with our webapp. The most important ones are the 

addReport( ) and getReports( ) functions. They enable us to add new data onto the chain and to 

read data off it. 

 

 
Figure 13. Contract Function to Add Report Details to The Blockchain.  



 
Figure 14. Get Report Function to Fetch Report Details from The Blockchain. 

When the user accepts to add a new transaction, the metadata from the database is written onto the 

contract using the addReport function and removed from the system. Adding report metadata to 

the Ethereum smart contract has a prerequisite which is to specify the link to the file, the owner’s 

name, the permissions list of viewers, the Ethereum address of the owner, the doctor who created 

the report and the report ID. Once the transaction is complete, the patient will be able to see the 

new reports they have added to the Blockchain. This report is secure as only the owner and the 

people who have permission will be able to view its contents. 

 

 
Figure 15. List of Reports on The Blockchain. 

 



 
Figure 16. Report Link Guest View. 

The patient will also be able to change permissions by adding new people and removing old ones 

who may not be allowed to view the report. However, this means that they will have to pay a price 

in Ethereum for any new transactions to the Blockchain. A link is also available if the patient would 

like to share it with a guest viewer. When someone is invited to view a report. The system connects 

to the Ethereum using Alchemy and checks if the viewer has the permissions to view the report. If 

so, the report will load, otherwise they will not be able to view anything. 

4 Results and discussion 

The results of the study demonstrate the effectiveness of implemented technologies in healthcare 

data management. The use of blockchain technology, specifically Ethereum, provided a 

decentralized and tamper-proof storage solution for medical records, ensuring data security, 

integrity, and privacy. This allowed patients to have more control over their healthcare decisions. 

The blockchain and cloud-based system enabled secure sharing of medical records among multiple 

healthcare providers, reducing the need for duplicative tests or procedures. 

The integration of AI in healthcare data management proved beneficial in analyzing patient 

data and identifying trends and patterns that may be missed by human analysis. AI-based predictive 

models, such as the Recurrent Neural Network (RNN) and Long-Short Term Memory (LSTM) 

models used in this study, provided insights into Ethereum blockchain transaction prices. This 

information can assist users in understanding potential impacts of the system and market trends, 

enhancing decision-making processes. The developed system's architecture, as shown in Figure 1, 

allowed for seamless communication between doctors, patients, and the cloud storage. The doctor's 

dashboard facilitated the creation and forwarding of medical reports, while the patient's dashboard 

provided access to the received reports. Smart filters ensured accurate routing of reports to the 

correct patients, improving efficiency and reducing errors in data handling. 

The price prediction feature, based on the RNN-LSTM model, provided patients with real-

time information on Ethereum transaction prices, empowering them to choose the optimal time to 



upload their reports and avoid high transaction fees. The model demonstrated a mean absolute 

percentage error (MAPE) of 11.56% when predicting Ethereum transaction prices over a 7-day 

period, indicating reasonably accurate predictions. The implementation of the system utilizing 

Ethereum blockchain and AI technologies showed promising results in healthcare data 

management. The secure and efficient storage and sharing of medical records enhanced decision-

making processes, improved patient outcomes, streamlined operations, and potentially reduced 

costs. The combination of blockchain and AI technologies offers a synergistic relationship, 

enabling smarter and more secure applications in the healthcare industry. 

There are still challenges which remain in terms of data interoperability, standardization, 

data privacy, and security. Further research and development are necessary to address these 

challenges and ensure the widespread adoption and effectiveness of blockchain and AI 

technologies in healthcare. This study contributes to the growing body of knowledge on the 

application of blockchain technology in healthcare data management. The healthcare industry 

holds significant potential for leveraging blockchain technology. When combined with advanced 

Machine Learning/Deep Learning algorithms and techniques, it has the power to bring about a 

revolutionary impact. 

To build a more promising system, certain changes can be implemented: 

1. Enhancing speed and efficiency: Introducing new consensus algorithms can greatly 

improve the speed and efficiency of adding and retrieving information within the 

blockchain system. 

2. Overcoming data quality challenges: One major obstacle in utilizing Machine Learning in 

healthcare is the limited access to high-quality medical data. However, by adopting the 

proposed architecture for storing medical records, more up-to-date and accurate data can 

become available. This data can be securely utilized for training Machine Learning/Deep 

Learning models. 

3. Improving model performance: By leveraging the newly available medical data, existing 

models can be further trained, enhancing their performance. This additional training leads 

to more precise predictions and better overall outcomes. 

5 Conclusion 

The proposed system provides a secure platform for the storage of healthcare data in the cloud and 

securing it using blockchain technology. As mentioned earlier, blockchain provides accessibility, 

security and trust the networks for the patients’ data. The findings highlight the potential benefits 

of integrating cloud, blockchain and AI technologies in creating secure and efficient systems for 

managing and sharing medical records, ultimately leading to improved healthcare outcomes and 

patient care. 
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